Encryption
Leiria, September 5, 2006

Joachim Rosenthal

Rosenthal@math.unizh.ch

Department of Mathematics
University of Zirich

Leiria, September 5, 2006 — p.]


http://www.math.unizh.ch/aa/

Outline of Talk:

1. Road Map to Cryptology and Historical Remarks

Leiria, September 5, 2006 — p.Z



Outline of Talk:

1. Road Map to Cryptology and Historical Remarks

2. The Data Encryption Standard DES

Leiria, September 5, 2006 — p.Z



Outline of Talk:

1. Road Map to Cryptology and Historical Remarks
2. The Data Encryption Standard DES

3. The Advanced Encryption Standard Rijndael

Leiria, September 5, 2006 — p.Z



Outline of Talk:

1. Road Map to Cryptology and Historical Remarks
2. The Data Encryption Standard DES

3. The Advanced Encryption Standard Rijndael

4. Public Key Cryptography

Leiria, September 5, 2006 — p.Z



Outline of Talk:

1. Road Map to Cryptology and Historical Remarks
2. The Data Encryption Standard DES

3. The Advanced Encryption Standard Rijndael

4. Public Key Cryptography

5. The RSA Public Key System

Leiria, September 5, 2006 — p.Z



Outline of Talk:

1. Road Map to Cryptology and Historical Remarks
2. The Data Encryption Standard DES

3. The Advanced Encryption Standard Rijndael

4. Public Key Cryptography

5. The RSA Public Key System

6. The Discrete Logarithm Problem

Leiria, September 5, 2006 — p.Z



Outline of Talk:

1. Road Map to Cryptology and Historical Remarks
2. The Data Encryption Standard DES

3. The Advanced Encryption Standard Rijndael

4. Public Key Cryptography

5. The RSA Public Key System

6. The Discrete Logarithm Problem

7. Systems Based on Group Actions

Leiria, September 5, 2006 — p.Z



1. Road Map to Cryptology

Cryptology is the study of:

® Cryptography, the design of secret ciphers.
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1. Road Map to Cryptology

Cryptology is the study of:

® Cryptography, the design of secret ciphers.

® Cryptoanalysis, the analysis of secret ciphers.
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Cryptography

Cryptography is the study of mathematical techniques to aspects
of

() Con dentiality during point to point communication.
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Cryptography

Cryptography is the study of mathematical techniques to aspects
of

() Con dentiality during point to point communication.

(i) Data integrity (it can be veri ed that the data is the sam e as
the original);

(i) Authentication (e.g. digital signature);

(iv) Access control (e.g. passwords, PIN numbers).
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Historical remarks: Caesar ciphers

Caesar used to communicate with his generals using cyclic
substitution ciphers":
For this identify the alphabet with set Zg:

A/BICIDIE|FIGIH|I|J|K|LIM|N|O|P|Q|R|S|T|UIVWX|Y|Z

01/02/03|04/05/06/07|08|09/10111/12|13|114|15(16/1/|18/19]2012122|23|24|25]26

A Caesar cipher is then of the form:

Loy ! Z2e
X 7! x+k

where K is a secretly agreed number: 1k 25
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Example Caesar

Caesar sent a messenger to one of his generals in Gaul. The
message was encrypted. It reads:

YWLPONA WOPANET WJZ KXAHET DEY AP JQJY FQHEQO
YWAOWN

A simple brute force attack' checking all 25 possibilities will reveal
the text:
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Example Caesar

Map ‘ Resulting Plaintext
X7! X+ 1 | ZXMQROB ...
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Example Caesar

Map Resulting Plaintext

X/ x+ 1| ZXMQROB ...

X! X+ 2| AYNRSPC ...

X 7! x+ 3| BZOSTQD ...

X! X+ 4 | CAPTURE ASTERIX AND OBELIX ...
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Example Caesar

Map Resulting Plaintext

X/ x+ 1| ZXMQROB ...

X! X+ 2| AYNRSPC ...

X 7! x+ 3| BZOSTQD ...

X! X+ 4 | CAPTURE ASTERIX AND OBELIX ...

Alternatively it is possible to do a frequency analysis. In English,
the most frequently used letters are, in decreasing order of
frequency,

E.TA O, LN, SR, H LD, ..
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Vigenere ciphers

Around the year 160Q Vigenere introduced the vector version of
the substitution cipher. This involved a mapping of

(ZZG)n | (226)n

0
X1+ kl
%X2§7| %XZ'F k2§
Xn+ Kn

Vigenere ciphers can easily be broken with some frequency
analysis.
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Hill ciphers

In 193], D. Hill introduced Hill Ciphers. A Hill Cipher utilizes an
N N matrix which is invertible over Z,g. Similar to the vector
version, the Hill Cipher is a map

(Z26)" ! (Z26)"

de ned by
X7! Ax+ k=

So, in the Hill Cipher, the recipient receives y, and if they are told
A 1 and k they can compute X.

Hill ciphers are weak because of plaintext attacks.

Leiria, September 5, 2006 — p.¢



Example Hill cipher

Alice and Bob use a Hill cipher to exchange messages. Their
cipher is of the form:

2 3 2 32 3 2 3
4 18 21 my

9 mi7 924 3 789 mE+§ () %

s 11 0 3 s 20

Help to decipher Bob the following message he received from
Alice: 2 32 32 32 3

22" 16 19 11
9126:9125:3 06:9 05
10 20 21 19
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Example Hill cipher

To invert the Hill cipher, let [X1X2X3] denote the cipher-text. We
then compute:

2 3 2 3
M X1 11

2 14) g = A 12 X2 0
fel X3 20

Doing this, we obtain: “SEE” “YOU” “ATN” “OON".
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Kerckhoff's Principle

In 1883, Flemish linguist Auguste Kerckhoff published a
groundbreaking article that is still widely cited because of the
stated principle:

The security of a cryptosystem must not depend on
keeping secret the crypto algorithm. Instead the
security should depend only on keeping the key secret.

No security by obscurity.

In the article Kerckhoff formulated six principles:

Leiria, September 5, 2006 — p.1-



Kerckhoff's Principle

® The system must be practically, if not mathematically,
Indecipherable;
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Kerckhoff's Principle

® The system must be practically, if not mathematically,
Indecipherable;

® It must not be required to be secret, and it must be able to fall
Into the hands of the enemy without inconvenience,

® [ts key must be communicable and retainable without the help
of written notes, and changeable or modi able at the will of t he
correspondents;

It must be applicable to telegraphic correspondence,

It must be portable, and its usage and function must not require
the concourse of several people;

® Finally, it is necessary, given the circumstances that command
Its application, that the system be easy to use, requiring neither
mental strain nor the knowledge of a long series of rules to
observe.

| I
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Provable security

In 1949 Claude Shannon [Sha49] published a fundamental result:

There exist unconditionally and
provable secure cryptographic
protocols.

Practically this meant that there exist cryptographic protocols

which cannot be broken even if somebody has unlimited
computing power.
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Perfect secrecy and Main Theorem

De nition 1 A crypto system haperfect secrecwr Is
unconditionally securd

Pr(mjc)= Pr(m):

Theorem 2 [Sha49] Let JM| = |K] and assume Pr(m) > O for all
m2 M. A secret key crypto system has perfect secrecy if and only
iIf the random variable K is uniformly distributed and if for each
message M and each cipher c there is a unique key K such that

] (m k)= c:
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Perfect secrect ciphers

A Consequence of Shannon's result is that in perfect secret
system the uncertainty (=entropy) of the secret key has to be
larger than the uncertainty of a message.
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The Vernam-One Time Pad’

Encryption:
BinaryText: 1 0 0 1 0 1 0 O 1 O

SecretKey: 0 0 1 0 1 1 1 1 O O

Message: 1 O 1 1 1 O 1 1 1 O
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The Vernam-One Time Pad’

Encryption:
BinaryText: 1 0 0 1 0 1 0 O 1 O
SecretKey: 0 0 1 0 1 1 1 1 O O
Message: 1 01 1 1 0 1 1 1 O

Decryption:
Message: 1 O 1 1 1 0 1 1 1 O

SecretKey: 0 0 1 0 1 1 1 1 O O

BinaryTextt 1 0 0 1 0 1 0 O 1 O
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The Vernam-One Time Pad’

Encryption:
BinaryText: 1 0 0 1 0 1 0 O 1 O
SecretKey: 0 0 1 0 1 1 1 1 O O
Message: 1 01 1 1 0 1 1 1 O

Decryption:
Message: 1 O 1 1 1 0 1 1 1 O

SecretKey: 0 0 1 0 1 1 1 1 O O

BinaryTextt 1 0 0 1 0 1 0 O 1 O

Problem: The secret key is required to be as long as the message.
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Recursive keys

One way to keep the secret key small' is through some (nonlinear)
recurrence relation:
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Recursive keys

One way to keep the secret key small' is through some (nonlinear)
recurrence relation:

Example 3 Fibonacci sequen@®+2 = Sy 1+ S, with initial
conditions; = 1; s, = 1:

overfFs: 1;1;2:0:;2:2:1:0;1; 1

overFs: 1:1;2:3;0:3;3:1:4,0:4,4: 32,02 2;4:1,0;1; 1
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Linear Feedback Shift Register

If the recurrence relation is linear, 1.e. If it has the form:
Swd=Cd 1Swd 1+ +CSy, n=1,2;:::

then it is possible to implement the recurrence relation with a
‘linear feedback shift register' (Almost Enigma).

Because of the Berlekamp-Massey algorithm [Mas69] linear
feedback shift register turned out to be insecure.
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Stream ciphers

Nonlinear recursive secret key systems, so called stream ciphers
are still in use. Mathematically the key is generated through a
(nonlinear) recurrence relation:

The most famous stream cipher is RC4 designed by Ron Rivest for

RSA security.
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2. The Data Encryption Standard DES

In the sequel let X;Y be arbitrary sets.

De nition 4 A one-way functionisamap : X! Y having the
property that for alk 2 X, f(x) can be ef ciently computed. In
the same time it is practically not possible to compufej 1(y)
for almostally2 Y.

One-way functions are used e.g.:

® [or password storage
#® As hash functions'
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One way functions with secret key

M: Message space.

K: Key space.

C: Cipher space.

De nition 5 A One way functions with secret key is a map

] M KI C
togetherwithamag :C K! M such that:

1. y() (mk);K)= mforall(mk)2 M K.
2. Theinducedmapg m:K! C; k7! j(mKk)
Jk: M Com7! J(mKk)
are one way functions.
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Data Encryption Standard DES

® 1973: National Institute of Standards asks for the
construction of a one way function with secret key
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Data Encryption Standard DES

® 1973: National Institute of Standards asks for the
construction of a one way function with secret key

® 1975: IBM proposes Lucipher DES' which has a key size of
2128.
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Data Encryption Standard DES

® 1973: National Institute of Standards asks for the
construction of a one way function with secret key

® 1975: IBM proposes Lucipher DES' which has a key size of
2128.

® 1977: DES becomes the standard with a key size of 2°°.
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DES

DES works with:
jMj = 254 jKj = 2°° jCj = 2°%

Fora xed m2 M the one-way function K ! C;k7! | (m;K) is
used in the Unix system for password storage.

Nota Bene: : .
L_. The key size of K is less than 10/, much too small
for the current computers.
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3. The Advanced Encryption Standard

In the mid 90th the National Institute of Standards asks for an
"Advanced Encryption Standard' (AES):
http://www.nist.gov/aes

August 9, 1999 - NIST Announces the AES Finalist Candidates for
Round 2:

MARS, RC6, Rijndael, Serpent and Two sh

November 26, 2001 - NIST announces that Rijndael has been

selected as the proposed AES

Leiria, September 5, 2006 — p.2¢



Federal Information

Processing Standards Publication 197

November 26, 2001
Announcing the

ADVANCED ENCRYPTION STANDARD (AES)

Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National
Institute of Standards and Technology (NIST) afipproval by the Secretary of Commerce
pursuant to Section 5131 of the Information Tecbgpl Management Reform Act of 1996
(Public Law 104-106) and the Computer Security &ct987 (Public Law 100-235).

1. Name of Standard. Advanced Encryption Standard (AES) (FIPS PUB 197)
2. Category of Standard. Computer Security Standard, Cryptography.

3. Explanation. The Advanced Encryption Standard (AES) specifie§IPS-approved
cryptographic algorithm that can be used to pro&dettronic data. The AES algorithm is a
symmetric block cipher that can encrypt (enciphand decrypt (decipher) information.
Encryption converts data to an unintelligible focalled ciphertext; decrypting the ciphertext
converts the data back into its original form, called plaintext.

The AES algorithm is capable of using cryptogragtags of 128, 192, and 256 bits to encrypt
and decrypt data in blocks of 128 bits.

4, Approving Authority. Secretary of Commerce.

5. Maintenance Agency. Department of Commerce, National Institute ofn8trds and
Technology, Information Technology Laboratory (ITL)

6. Applicability. This standard may be used by Federal departmedtagancies when an
agency determines that sensitive (unclassified) information (as defined in P. L. 100-235) requires
cryptographic protection.

Other FIPS-approved cryptographic algorithms mayubed in addition to, or in lieu of, this
standard. Federal agencies or departments that use cryptographic devices for protecting classified
information can use those devices for protectingsig@e (unclassified) information in lieu of

this standard.

In addition, this standard may be adopted and used by non-Federal Government organizations.
Such use is encouraged when it provides the desired security for commercial and private
organizations.
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The Rijndael system

Compare with [Ros03]. Consider the irreducible polynomial
W2 := 2+ 2+ 2+ z+ 12 Z,[Z):

Let F:= Z5[Z]= < W(2) >= GF(256) be the Galois eld of 2°
elements and consider the ideal:

L=< X+ Ly'+ L@ > Zxy;2:

We will describe the Rijndael algorithm through a sequence of
polynomial manipulations inside the nite ring

R:= Zo[x v, 7=l = F[xy]=< x*+ Ly*+ 1> (1)
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The Rijndael system

The monomials
XylZj0 i;j 30 k 7

form a Z»-basis of the ring (algebra) R. In particular
dimz,R= 128 i.e. jRj = 21?5 Whenever r 2 Ris an element we
will de ne elements r;.j 2 Fand r; 2 F[y]= < y*+ 1> through:

S 3 2

r=a a Xy = arix: (2)
i=0j=0 i=0

For the Rijndael algorithm we de ne

K=M=C=R
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Rijndael system

Crucial for the description will be a xed permutation polyn omial:

q(u) == Z+1 uP™* 2+ 1 v+ I+ L+ 2+ L+ P+ 1 vt
+ 2+ 72+ 1 v+ '+ P+ 2+ L+ 2 P+ P
+ 2+ 2+ 2+ 2+ 1 U P+ Pz 1 U

+(L+2+z+ D)2 Fu: (3)

Assume Alice and Bob share a common secret key k2 R and
Alice wants to encrypt the message m2 R. In a rst step both
Alice and Bob do a key expansion which will result in 11 elements
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Rijndael key expansion:

Key expansion: Using the notation introduced in
Equation (2), both Alice and Bob compute recursively 10

elements k) 2 R; t = 0;:::;9in the following way:

K = k ,
; |
k(()t+1) — é ( (t))yj y3_|_ A+ ()fOI't_O"";QZ
j=0
KD = WD e 1l fort = 01009 1= 1,23

In order to describe the actual encryption algorithm we de n e the
olynomial:
PO g=(z+ DYy’+ y*+ y+ 22 R;
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Rijndael encryption algorithm:

Using the round keys ki) 2 R and starting with the message
M2 R Alice computes recursively:

m® = m+ k¥
3 3 . . .
MY = g § a(mi)XT Y+ KUY =008
i=0j=0
3 3
mi0 = § § q(m(ﬁ))xiﬂyj_l_ 1K(10)
i=0j=0

The cipher to be transmitted by Alice is m(19.
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4. Public Key Cryptography

Fundamental Question: .

How can a secure communication between two parties,
say Alice and Bob, be established without having
exchanged secretly a method of encryption?!

In 1976 W. Dif e, M. E. Hellmann and R. C. Merkle provided a
mathematical formulation to this problem.
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lllustration

Bob
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lllustration

Bob
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Massey-Omura protocol

Alice and Bob use an elliptic curve E(Fq) of prime order for
communication. This is the letter box'.
Alice wants to send the message P 2 E(F) to Bob.

1. Alice sends to Bob aP, the integer a2 Z is the private key of
Alice.
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Massey-Omura protocol

Alice and Bob use an elliptic curve E(Fq) of prime order for
communication. This is the letter box'.
Alice wants to send the message P 2 E(F) to Bob.

1. Alice sends to Bob aP, the integer a2 Z is the private key of
Alice.

2. Bob sends to Alice baP, the integer b 2 Z is the private key
of Bob.

3. Alice sends to Bob a baP= bP.
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Massey-Omura protocol

Alice and Bob use an elliptic curve E(Fq) of prime order for
communication. This is the letter box'.
Alice wants to send the message P 2 E(F) to Bob.

1. Alice sends to Bob aP, the integer a2 Z is the private key of
Alice.

2. Bob sends to Alice baP, the integer b 2 Z is the private key
of Bob.

3. Alice sends to Bob a baP= bP.

4. Bob computes b bP= P and reads the message.
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The elliptic curve group E(Fp)




The elliptic curve group E(Fp)
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The elliptic curve group E(Fp)

Leiria, September 5, 2006 — p.3¢



One way trapdoor functions

De nition 6 A one way trapdoor function is a one-way function
] : X1 Y,which has the property:

1. ] Isinjective
2. With the help of a private key' it is possible to compute:

i 0! X
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Principle of public key cryptography

® Alice constructs a one-way trapdoor function] : X! Y and
publishes it.

Leiria, September 5, 2006 — p.4!



Principle of public key cryptography
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Principle of public key cryptography

® Alice constructs a one-way trapdoor function] : X! Y and
publishes it.

#® Bob wants to send to Alice the message X2 X. He computes
] (X) 2 Y and sends this to Alice.

® Only Alice knows how to compute X=j 1(j (X)).

Leiria, September 5, 2006 — p.4!



Principle of public key cryptography

® Alice constructs a one-way trapdoor function] : X! Y and
publishes it.

#® Bob wants to send to Alice the message X2 X. He computes
] (X) 2 Y and sends this to Alice.

® Only Alice knows how to compute X=j 1(j (X)).

Remark 6 In practicesx2 X represents often the key for some
secret key system. The importance of one-way trapdoor functio
was recognized by Dif e and Hellman in 1976.
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Application: Digital signatures:

Alice wants to sign a document electronically. For this she has to

deposit a one-way trapdoor function] : X ! Y with a “trusted
party’'.
She wants to sign the message:

y = Alice, Zurich, August 29, 2006

She sendsto Bobj (y)= x
Bob veri es the signature by computing | (X) = .
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Applications for one-way trapdoor functior

One-way trapdoor functions are the building block of many
Interesting applications such as:

® Secret key exchange

Leiria, September 5, 2006 — p.4:



Applications for one-way trapdoor functior

One-way trapdoor functions are the building block of many
Interesting applications such as:

® Secret key exchange

#® Digital signatures

Leiria, September 5, 2006 — p.4:



Applications for one-way trapdoor functior

One-way trapdoor functions are the building block of many
Interesting applications such as:

® Secret key exchange
#® Digital signatures

® Authentication protocols

Leiria, September 5, 2006 — p.4:



Applications for one-way trapdoor functior

One-way trapdoor functions are the building block of many
Interesting applications such as:

® Secret key exchange
#® Digital signatures
® Authentication protocols

#® Digital Cash system

Leiria, September 5, 2006 — p.4:



Applications for one-way trapdoor functior

One-way trapdoor functions are the building block of many
Interesting applications such as:

® Secret key exchange
#® Digital signatures

® Authentication protocols
#® Digital Cash system

® Zero knowledge proofs
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5. The RSA public key system

® Prime numbers in the range of 10*°° can ef ciently be
computed with "Monte Carlo' methods.
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® If p;gare primes in the range of 10'® then it is
computationally unknown how to factor n= pq.

#® The multiplicative group (Z,) hasf(n)=(p 1)(g 1)
elements.
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5. The RSA public key system

® Prime numbers in the range of 10*°° can ef ciently be
computed with "Monte Carlo' methods.

® If p;gare primes in the range of 10'® then it is
computationally unknown how to factor n= pq.

#® The multiplicative group (Z,) hasf(n)=(p 1)(g 1)
elements.

® With the help of ‘consecutive squaring' one can ef ciently
compute X inside (Z,) .
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RSA one way trapdoor function

Alice constructs an integer n = pgwhich has prime factors in the
range of 10'°°. She chooses a random number e< n, which is

coprimetof(N)=(p 1)(g 1). She publishes the one-way
trapdoor function:

J 1 Zp | Ln (4)
m 7! m°=c
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RSA

If Bob wants to send to Alice a message m he sends to Alice mF.
Alice knows the group order of (Z,) and this allows her to
compute M. She applies Euclid's algorithm and computes d;b2 Z

having the property that de+ bf (n) = 1: The inverse function
which only Alice knows Is:

Leiria, September 5, 2006 — p.4¢



RSA

If Bob wants to send to Alice a message m he sends to Alice mF.
Alice knows the group order of (Z,) and this allows her to
compute M. She applies Euclid's algorithm and computes d;b2 Z
having the property that de+ bf (n) = 1: The inverse function
which only Alice knows Is:

Verify: I

Cd:(med: de — m
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Remark

The RSA system is based on the fact that Alice knows the group

order of the multiplicative group (Z,) and an eavesdropper, say
Eve, does not know this.

Whenever one can construct a group G where the designer knows
the group order and the general public does not know it one has a
potential one-way trapdoor function of the form:

G | G
m 7! m°=c
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Security issues for RSA

® The modulus n has to have at least 1024 bits, the record for
factoring a general number stands at 640 bits.
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® The factors p; g of n have to be chosen suf ciently random'.

E.g. allthe numbers p landq 1 should contain large
prime factors.
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® The modulus n has to have at least 1024 bits, the record for
factoring a general number stands at 640 bits.

® The factors p; g of n have to be chosen suf ciently random'.

E.g. allthe numbers p landq 1 should contain large
prime factors.

#® The decryption exponent d has to be chosen “large’.
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Security issues for RSA

® The modulus n has to have at least 1024 bits, the record for
factoring a general number stands at 640 bits.

® The factors p; g of n have to be chosen suf ciently random'.
E.g. allthe numbers p landq 1 should contain large
prime factors.

°

The decryption exponent d has to be chosen large'.

°

The submitted message has to be randomized' [BJNOO] and
acknowledgment of the server has to avoid the
‘Bleichenbacher attack'

Leiria, September 5, 2006 — p.4¢



6. The Discrete Logarithm Problem

De nition 7 Let G be an arbitrary grou@ 2 G an arbitrary
elementandd ;=< a> G the cyclic group generated lay
Assumeb 2 H is an arbitrary element. The unique integer
having the property that 1 n< jHj anda" = b is called the
discrete logarithm ob to the basa.

Notation 8 log, b= n:
One has the usual computations:

allo%b) = p- |og.(a") = n

log, (b1b2) = log,(b1) + log,(b2) mod jH]
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Dif e-Hellman protocol [DH76]

Alice and Bob want to exchange a secret key over some insecure
channel. In order to achieve this goal Alice and Bob agree on a
group H and a common base g 2 H. Alice chooses a random
integer a2 N and Bob chooses a random integer b 2 N. Alice
transmits to Bob g? and Bob transmits to Alice g°. Their common

secret key is k := ¢g?°;

Leiria, September 5, 2006 — p.5(



El Gamal one way trapdoor function:

Let < a >= H be a cyclic group, where it is known that the
discrete logarithm problem is "hard'. Let n be an integer
1< n< jHj and compute b := a".
Public Key: (a;b;G)
Encryption. H! H H
x7! (a%xb¥) =:(ci;c),
where K has been randomly chosen by Alice.

Bob, with the knowledge of n is able to compute X from the cipher
text Cq, Co:

x= Cz((c1)") *:
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Groups where the DLP Is interesting

Every nite cyclic group is isomorphic to (Zn;+) and for this group
the DLP is trivial.

The dif culty of the discrete logarithm problem in a nite cy clic
group of order nis equivalent to nding an explicit isomorphism to
the group (Zn; +) .

In practice the following groups were studied:

® (Fq) . (Zn) .
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Groups where the DLP Is interesting

Every nite cyclic group is isomorphic to (Zn;+) and for this group
the DLP is trivial.

The dif culty of the discrete logarithm problem in a nite cy clic
group of order nis equivalent to nding an explicit isomorphism to
the group (Zn; +) .

In practice the following groups were studied:
o (Fg) . (Zn) .
o Gly(Fg)

o E(Fp), E(F>), where E is an elliptic curve over a nite eld.
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Groups where the DLP Is interesting

Every nite cyclic group is isomorphic to (Zn;+) and for this group
the DLP is trivial.

The dif culty of the discrete logarithm problem in a nite cy clic
group of order nis equivalent to nding an explicit isomorphism to
the group (Zn; +) .

In practice the following groups were studied:

o

9
9
K

(Fq) . (Zn) -
Gln(Fq)
E(Fp), E(F2n), where E is an elliptic curve over a nite eld.

The Jacobian group Jc(Fq) over an elliptic curve and more
general abelian varieties.
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Remarks on Complexity of the DLP

Ln(a;c) =0 ec(Iogn)"J‘(IogIogn)1 a :
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Ln(a;c) =0 ec(Iogn)""(IogIogn)1 a :

With a = 0 this reduces to O((logn)©), i. e. polynomial time.
With a = 1 this reduces to O(n°), i. e. exponential time.

Algorithms having a complexity L(a;c) with 0< a < 1 are called
sub-exponential time algorithms.
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Ln(a;c) =0 ec(Iogn)""(IogIogn)1 a :

With a = 0 this reduces to O((logn)©), i. e. polynomial time.
With a = 1 this reduces to O(n°), i. e. exponential time.

Algorithms having a complexity L(a;c) with 0< a < 1 are called
sub-exponential time algorithms.

The best known algorithms for factoring a number n or for solving
a DLP in F is the generalized number eld sieve , which has

Ln(3;C).
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Remarks on Complexity of the DLP

Ln(a;c) =0 ec(Iogn)""(IogIogn)1 a :

With a = 0 this reduces to O((logn)©), i. e. polynomial time.
With a = 1 this reduces to O(n°), i. e. exponential time.

Algorithms having a complexity L(a;c) with 0< a < 1 are called
sub-exponential time algorithms.

The best known algorithms for factoring a number n or for solving
a DLP in Fq IS the generalized number eld sieve , which has

Ln(3;0).
The best known algorithm for solving the discrete logarithm
problem over an elliptic curve E(F,) has exponential complexity.
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Conseguence

® Systems based on the hardness of factoring or the hardness
of the DLP iIn Fq necessarily have to work with public keys of

more than 1000 bits.
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Conseguence

® Systems based on the hardness of factoring or the hardness
of the DLP iIn Fq necessarily have to work with public keys of

more than 1000 bits.

® Systems based on the DLP over an elliptic curve E(Fp) are
considered secure if the group size is more than 210,
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Remarks on Quantum Computer

® The practically implemented public key crypto systems are
based on the hardness of factorization integers and on the
discrete logarithm problem.
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Remarks on Quantum Computer

® The practically implemented public key crypto systems are
based on the hardness of factorization integers and on the
discrete logarithm problem.

® It has recently been shown by Shor [Sho99] that factorization
of integers and the discrete logarithm problem are both
polynomial time problems on a quantum computer. This
means that if a quantum computer can ever be physically
realized then most implemented public key protocols become
Insecure immediately.
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/. Systems Based on Group Actions

Let G be an abelian semi-group, let Sbe a nite set and consider
the action of Gon S
]: G S! S
(g;s) 7! gs

We will refer to this action as a G-action on the set S By the

de nition of a group action we require that (g h)s= g(hs) for all
g;h2 Gands2 S
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Generalized Dif e-Hellman protocol

Let Sbe a nite set, G an abelian semi-group and an action of G
on Sas de ned above. The Extended Dif e-Hellman key
exchange is the following protocol:

® Alice and Bob agree on an elements2 S
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Generalized Dif e-Hellman protocol

Let Sbe a nite set, G an abelian semi-group and an action of G
on Sas de ned above. The Extended Dif e-Hellman key
exchange is the following protocol:

® Alice and Bob agree on an elements2 S

® Alice chooses a2 G and computes as Alice's secret key is
a, her public key is as

® Bob chooses b2 G and computes bs Bob's secret key is b,
his public key is bs
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Generalized Dif e-Hellman protocol

Let Sbe a nite set, G an abelian semi-group and an action of G
on Sas de ned above. The Extended Dif e-Hellman key
exchange is the following protocol:

® Alice and Bob agree on an elements2 S

® Alice chooses a2 G and computes as Alice's secret key is
a, her public key is as

® Bob chooses b2 G and computes bs Bob's secret key is b,
his public key is bs

® Their common secret key is then

a(bsg=(a b)s=(b a)s= b(ag
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Extended ElGamal public key system

If Sis a group with respect to some operation , then the Extended
ElGamal public key system is the following protocol:

® Alice's public key is (s;as).
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Extended ElGamal public key system

If Sis a group with respect to some operation , then the Extended
ElGamal public key system is the following protocol:

® Alice's public key is (s;as).

® Bob chooses a random element b2 G and encrypts a
message M using the encryption function

(m;b) 7! (bs(b(ag) m)=(cy;C):
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Extended ElGamal public key system

If Sis a group with respect to some operation , then the Extended
ElGamal public key system is the following protocol:

® Alice's public key is (s;as).

® Bob chooses a random element b2 G and encrypts a
message M using the encryption function

(m;b) 7! (bs(b(ag) m)=(cy;C):

® Alice can decrypt the message using

m=(b(ag) * co=(ac) ' ¢z
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Example 9 IntegersZ act on an abelian grouf. This leads to
the usual discrete logarithm problem.

Example 10 Any abelian groupgd comes with its ring of
endomorphisms End where addition is de ned pointwise and
multiplication via composition of maps. There is a natural actior
of EndH onH as follows :

EndH H ! H
(:h)y 7ty (h)

For a giveny 2 EndH, the subringZ[j ] of EndH is commutative
and yields to a Dif e-Hellman protocol.
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Special situation

Let F, be a prime nite eld ( p> 3), F_p its algebraic closure and

E : y*= x>+ ax+ ban ordinary elliptic curve over Fp with
complex multiplication. In this case, it is known that

EndE(F,) = Z Zj,wherej is the Frobenius endomorphism:

j E(Fp) ' E(Fp)
(xy) ' (xPyP)

Leiria, September 5, 2006 — p.6(



Chebyshev action

De nition 11
bn=2c N
To(X) = cogncos 1x)= § o ( D" (1 x?)K
k=0

Is called thenth Chebyshev polynomial.

Theorem 12 Tym(X) = Ta(Tm(X)) in Z[X]. In particular if Ris any
nite semiring then T,(r) can be ef ciently computed for any r 2 R
and n2 N.
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Actions on semi-modules

Let Rbe a semiring, not necessarily nite.

(Two operations +'and ' which are distributive and associative.
We assume also that +'is commutative. No neutral elements
assumed.)

Let M be a nite semi-module over R. With this we mean that M
has the structure of a nite semi-group and there is an action

R M! M such that

r(sm = (rs)m;
(r+sm = rm+ sn
r(m+n) = rm+rn:

forallr;s2 Rand min2 M.
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Let Mat, n(R) be the set of alln N matrices with entries in R.
The semi-ring structure on Rinduces a semi-ring structure on
Mat, n(R). Moreover the semi-module structure on M lifts to a
semi-module structure on M" via the matrix multiplication:

Mat, o(R) M" I M" (4)
(A;x) 7! AX

One readily veri es that Mat, (R) M"! M"is an action by a
semi-group, indeed one readily computes that A(Bg) = ( AB)g.
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Commutative semi-groups

Let R[t] be the polynomial ring in the indeterminant t and let
A2 Mat, (R) be a xed matrix. Let C Rbe the center of R. If

D)= ro+ rit+  + it 2 C[t]

then we de ne in the usual way p(A) = roly+ riA+  + rAX
where rgl, is the N n diagonal matrix with entry rg in each
diagonal element.

Consider the semi-group

G:= CIA]:= T p(A) ] p(t) 2 Clt]g:

Clearly G has the structure of an abelian semi-group.
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Dif e-Hellman protocol

Alice and Bob agree on an R-module M , an elementb2 M " and
a matrix A2 Mat, n(R).

Alice chooses secretly p(t) 2 C[t] and computes p(A)b and sends
the result to Bob. Bob chooses secretly g(t) 2 CJ[t] and computes
g(A)b and sends the result to Alice.

As a common secret key serves K:= p(A)g(A)b

Nota Bene:'

It should be dif cult to nd P(t) 2 C[t] such that

P(A)b= p(A)b:
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In Diagram:

q(A)b

n
O

q(A)

Mn

/lg(A) p(A)b

Il n

O

a(A)

//M n

p(A)b
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Systems theory interpretation

Letb2 M"and A2 Mat, (R). Then the computation of p(A)b
can be iteratively done through the linear system:

X+1= A%+ bu; x2M", 4,2 R

Eve is faced with the task of nding a control sequence

When the semiring Ris a eld and the module M is vector space
over this eld then the problem is trivially solved by linear algebra.

If Rand M have less structure then the problem becomes
computationally hard.
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Special situation

R= Z, the integers and as a module any nite abelian group
M = H. The group H is a Z module and Mat, (Z) operates on

S:=H"=H ::: H viathe formal multiplication:
2 3 2 32 3
01 ajp il A 01
9 L7 § 68 . L. (5)

On dn1 ... @nn On
How dif cult is the reachability problem for the system:
X+1= A+ bu;

b;% 2 H"; u 2 Z; and A2 Mat, »(2).
E.g. When H is the abelian group over an elliptic curve then this is
a control problem on the divisor group!
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Computational dif culty

Example 13 R= Z, the integers anM the abelian group over
an elliptic curve. Even when= 1 this is a very hard problem.
Whenn = 1 the problem asks:

Given two pointd>, Q on an elliptic curve. Find an
iIntegerm 2 Z such thalQ = mP.
(This is a discrete logarithm problem).
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Systems theory over simple semirings

Remark: | Good simple semi-rings and semi-modules are needed.
If a semi-ring has some proper subrings then a Pohlig-Hellman'
type reduction is usually possible.

Example 14 Consider the discrete logarithm problem in the
semi-groupG ;= Mat, n(R), whereR= Zs. Reduction modulo 2
and modulo 3 reduces the problem to two simpler instances wh
can be solved separately.
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Simple semirings

De nition 15 A congruence relationon a semiringR is an
equivalence relation that also satis es

8
% C+ Xq C+ Xo,
X1+ C Xo + C;
X1 X2) _
§ CX1 CXo,
' X1C XoC;

for all X;%2;¢c2 R A semiringR that admits no congruence
relations other than the trivial onesgidndR R, Is said to be
congruence-simpleor c-simple
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Simple semirings

Theorem 16 (Monico [Mon02]) Let Rbe a nite, additively
commutative, congruence-simple semiring. Then one of the
following holds:

1. IR = 2

R= Mat, n(Fq) for some nite eld Fyand somen 1.
Ris a zero multiplication ring of prime order.

R is additively idempotent.

There is an in nite element ¥ suchthat R+ R= f¥qg. (¥ is

an element having the property that
¥r=r¥=¥+r=r+¥=¥)

a ~ WP
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A simple semiring of order 2
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0

1
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1

1

1

1

0
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1

1

1

A Simple Semiring of order 3 I
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1
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1
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0
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A simple semiring of order 6

L oL m|lom|w
t|o|t|o|x|o| N
mlolmlo|lm|lo|w
N lolN|lN ||| N
A |lo|ldA|lN| M| | WO
olololo|lo|lo|o

OldA|N| M| < | WO
| WO W W W wlw
<t | S | AN || < W0
N n|lA|lA |||
N N || N AN W0
— | | || | | LO
o|lo|ldA|lN|M || WO
oA N | M| < | WO
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Simple matrix rings

Theorem 17 (Maze [Maz03]) When the semiring Ris simple with
0; 1 then the matrix ring Mat, n(R) is simple.

Lemma 18 When the semiring Ris simple with O; 1 then
Mat, n(R) contains elements of order

g(n) = maxords |s 2 S¢
= maXicmfa;;::;;angja > 0,a1+ + an=ng

In particular the order grows exponentially in n.
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Example

Assume a matrix Is given as:

MO O OO NO O OO

O O O OO OO OO

O OO OO OO OWN O

O 1 OO OO ON OO

OO OO ON O OO

OO NOOJT OO o Oo

OO OO NOOO OO

O MO NOOMmO O O

N OO OO OOOOMmM

O N OOOOOOoO oo
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Example

What power has the following matrix?

N MWOLWOLOANMOMmO™M

MO ANLOOLL MMM ON

AN MOLIOLIOOMMON -

AN AL A MSTANNETM

MO ANLOLOLOOOMANOMmM

M MO A ANM IO TM

MM ANLOOMJTOm

MO MO ANLOLOOMOMOOMMmM

M ANLOOLIOOMMMOMmMm

AN MOLIOLIOMmMmMOMmMMmM
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Systems theory guestions

#® How dif cult is the reachability question over a semiring R for
the linear system:

Xe+1 = AX + bu;

A: b: % and u all de ned over R.
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Systems theory guestions

#® How dif cult is the reachability question over a semiring R for
the linear system:

X+1= Ax + bu;
A: b: % and u all de ned over R.

® How dif cult is the nonlinear analogon?

For this assume that f : R™" 1 R"is a polynomial map.
Then consider the nonlinear system:

X+1= T Ww); %2 R i 2 R™
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Systems theory guestions

#® How dif cult is the reachability question over a semiring R for
the linear system:

X+1= Ax + bu;
A: b: % and u all de ned over R.

® How dif cult is the nonlinear analogon?
For this assume that f : R™" 1 R"is a polynomial map.
Then consider the nonlinear system:

X+1= T Ww); %2 R i 2 R™

® |[s it possible to identify a class of nonlinear systems where
the control serves as trapdoor and a Dif e-Hellman
exchange is possible.
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An Interesting semi-group action

Alice and Bob agree on a simple semi-ring Rhaving centerC R
and agree on three matrices

A;B;M 2 Mat, (R):

Alice chooses secretly pi(t); p2(t) 2 Cl[t] and computes
P1(A)Mpo(B) and sends the result to Bob. Bob chooses secretly
g1(t); go(t) 2 CJt] and computes g1(A)Mdx(B) and sends the
result to Alice.

As a common secret key serves

kK:= p1(A)d1(A)Max(B) p2(B)

which both can easily compute.

Leiria, September 5, 2006 — p.7¢



In Diagram:

p2(B)
Ros 'Roo
02(B) a2(B)
RD. P1(A) R M R Do (B) R

q1(A) d1(A)

N P1(A) /i
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Example:

As a concrete choice let assume that n= 20. Consider the

matrices

10000000000000000000
00100000000000000000
00010000000000000000
00001000000000000000
01000000000000000000
00000010000000000000
00000002000000000010
00000100000000000000
00000000010000000000
00000000001000000000
00000000000200000000
00000000000010000000
00000000100000000000
00000000000000100000
00000000000000010000
00000000000000001000
00000000000000000100
00000000000000000010
00000000000000000001
00000000000001000000

3 2
Bg

00000000000000000010
00000000000100000000
00000010000000000000
00100000000000000000
00000000000000000004
00000000000000010000
01000000000000000000
00000000000000000100
00010000100000000000
00000000000310000000
00000000000000200000
00010000000000000100
00000000001000000000
00000100000000000000
00000000010000000000
00000001000000000000
10000000000000000000
00001000000000000000
00000000000000001000
00000000000001000000

3
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Example

2002000000000000001003

2.)2020000000204000200°

01000000010001000000 00111411002100241114
00000001000000000030 30111011002000240134
20020000000010000000 12000020020200202034
00000010000000001000 22111424020100201110
00000005000100000001 12222020022220222212
00000000200010000001 11111014222124211122
01000000030000000003 21111014222124222124
00000002000000010001 00222020022022200200
01000100000010000000 00002000022020220000
00000000000050100000 00222020020000200200
00000000000004000000 00000000022022200000
00000000000000100500 00002000000000020200
00300000002000100000 03333404021324040300
00001000000200001000 02202420020020001010
00000002000000000100 01111014000104040104
00002000001000000000 32000020020220000034
00100000000100000000 11111014020104211104
00020001000000000030 31333424021124040334
10000001000010000001 12202420020000211014

The task of Eve will be to nd py(t); p2(t) 2 CJt] such that
P1(A)Mp2(B) = T:
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Questions:

1. Find all nite simple semirings of order smaller than 10.
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Questions:

1. Find all nite simple semirings of order smaller than 10.

2. Develop a linear systems theory over semirings and
semi-modules.

3. Study ‘how dif cult it is' to solve linear algebra problem s over
a semi-ring such as the reachability problem for a system of

the form X+ 1 = A% + bu:
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Questions:

1. Find all nite simple semirings of order smaller than 10.

2. Develop a linear systems theory over semirings and
semi-modules.

3. Study ‘how dif cult it is' to solve linear algebra problem s over
a semi-ring such as the reachability problem for a system of

the form X+ 1 = A% + bu:

4. Come up with new semi-group actions on a nite set where
the problem: Given asand S, nd a such that as= asis
provable complex.
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